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¸ Company Information
¸ Opened in October, 2006 to 

market Telemetry Prognostic 
technology

¸ Located in Salinas 
California, 70 miles south of 
NASA Ames Research 
Center, at the Creek Bridge 
Commercial Office 
Complex, near Silicon Valley

¸ Small Business

¸ 8 Employees and volunteers

¸ 1500 ft2 office

¸ Founder pioneered telemetry 
prognostics over 25 years ago

¸ World leader in telemetry 
prognostic technology 3
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¸Failure Analysisô Engineering Services Available
¸ Satellite System Design

¸ Satellite Subsystem Design

¸ Satellite Subsystem Design Training

¸ Launch Vehicle Subsystem Design

¸ Satellite Telemetry & Command 

Subsystem Design

¸ Launch Vehicle Telemetry & 

Command Subsystem Design

¸ Missile Telemetry & Command 

Subsystem Design

¸ Aircraft Telemetry System Design

¸ Communications System Design

¸ Ground Station Design

¸ Mission Control Center Design 

¸ Telemetry Diagnostics

¸ Telemetry Prognostics

NASA International Space Station
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¸Failure Analysisô Telemetry Prognostics Applications
¸ Satellites

¸ Launch Vehicles

¸ Missiles

¸ Ground Stations

¸ Aircraft

¸ Helicopters

¸ High Rel Computers

¸ Automotive

¸ Medical

¸ Nuclear Reactors
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¸Failure Analysisô Telemetry Prognostics Technology

¸ Technology Licensing for Space Flight Equipment 

Suppliers, Satellite Builders, Launch Vehicle Builders & 

On-Orbit Satellite Operators

¸ Failure Analysisô Failure PredictionÊ

Á License proprietary technologies to companies for predicting space flight 

hardware failures

Á Train company employees

Á Have available list of commercially available technologies and products 

for use

Á Have available all necessary technical resources

Á Training manual/User manually
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¸ Space Systems Insurance Support

¸ For catastrophic failures

¸ Investigate historical telemetry from test and identify whether the 

equipment had begun to fail at the box suppliers factory, at the 

satellite factory, launch pad prior to launch determining which 

contractor should have been aware of it

¸ Bringing new technology for liability issues

2/8/2008 7

Failure Analysis
Engineering Services



Failure Analysis
Engineering Services

¸ Experience
¸ Failure Analysis serves 

commercial, military, government 

and civilian customers worldwide

¸ 30+ years in Satellite, Launch 

Vehicle, Missile and Aircraft 

Telemetry & Command and 

Communications Subsystem and 

System Design & Test

¸ 10 years high-rel computer server 

design, manufacture, test

¸ Over 25 years in Telemetry 

Prognostics development and use
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NASA ARES Launch Vehicle
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Launch Vehicles 
Ariane 

Atlas 

Titan 

Delta 

EELV

Sea Launch

Space Shuttle

Orbital Sciences

Customers
NASA

DOD

US Air Force

NASDA

KARI

NTT

SCC

NEC

NRL

DARPA

FEMA

Satellites
GPS 

DMSP 

DSCS 

MILSTAR 

GOES Next 

EUVE 

Lunar Prospector 

Coldsat 

TDRSS

Superbird 

ANIK E 

INTELSAT 

HESSI 

NSTAR

GMS 

Space Station

KOMPSAT

A2100

FS 1300

HS 601

HS 702

ARABSAT

Factories
Boeing Commercial 

Boeing Military 

Lockheed Martin 

Commercial

Lockheed Martin 

Military 

Space Systems/Loral 

AeroAstro

Ball Aerospace

Orbital Sciences

Fairchild Aerospace

Telemetry 

Diagnostics 

& Prognostics
GPS Block I

GPS Block II

EUVE

GOES Next

Superbird

INTELSAT 7 

INTELSAT 7A

Ground Stations
AFSCN

TDRSS

TMGS

M3

SMGS

ICO

PANAMSAT

GLOBALSTAR

DSN

JPL

GPS

DMSP

Svalbard

INTELSAT

SCC

IONDS

TELESAT

KOMPSAT

2/8/2008
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¸ Telemetry Prognostics

¸ Solving the 4 major problems in 

Satellite and Launch Vehicle 

industries:

¸ Launch pad delays

¸ Launch failures

¸ Early orbit infant mortalities

¸ On orbit failures

¸ Improving satellite and launch 

vehicle equipment reliability

¸ Increasing on orbit equipment life
10NASA Space Shuttle2/8/2008



¸ Why Use Failure Analysisô Failure PredictionÊ Telemetry 

Prognostics technology?

¸ FA is responsible for the creation, application and use for 29 years

¸ The only company offering the technology for satellites and launch vehicles

¸ Company founder responsible for NASA funding prognostic technology beginning in 1995

¸ First to publish technology availability in 1995 at ITC and to NASA GSFC personnel

¸ FA knows what to look for

¸ No two failures look alike

¸ FA knows why to look for it

¸ FA knows when to look for it

¸ In large data bases, failure signatures are almost impossible to find

¸ FA knows how to look for it

¸ FA knows why it works

¸ FA has been 100% accurate to date with remaining usable life prediction

¸ Flight proven - Over 25 years of use on satellites and launch vehicles

¸ No false positives

¸ No false negatives

11
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Á Payback for using Telemetry Prognostics at the factory
Á Telemetry prognostics replaces current I&T telemetry diagnostic activities for 

completing acceptance testing which is included in telemetry prognostics

Á Lowers risk of mission failure by identifying unreliable on orbit satellite 
equipment during I&T

Á Extends on orbit equipment on-orbit life

Á Stops satellite builders shipping equipment to the launch pad that is going to fail 
quickly on orbit

ǐ I&T personnel will find during acceptance testing and repair or replace equipment that has 
failed, is failing and will fail on orbit

ǐDetermine if equipment from suppliers is failing before launch

ǐ Eliminate infant mortality failures
ǐ Identify responsibility for infant mortalities failures

Á Provides the capability for I&T engineers to predict future satellite equipment 
failures during I&T for on-orbit operations, determine remaining usable life and 
even the day of equipment failure

ǐ Powerful message to satellite customers of your personnelôs significant understanding 
and maturity of equipment, its design and its on orbit life performance
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Á Lowers testing cost

ǐ Much shorter AT schedule due to early prediction of which equipment is 

going to fail rather than having to wait until equipment fails in test

Á Shortens testing time by many weeks

ǐ Objective of acceptance testing is to force or induce unreliable 

components/circuits to fail during test

ǐ I&T personnel can identify unreliable components/circuits before acceptance testing is 

initiated

ǐProvides a foundation for the reduction/elimination of vibration/shock/thermal testing

Á Increases on orbit communication channel/payload 

reliability/availability
ǐ Stops satellite subsystem/communications channel surprise failures/customer service interruptions

ǐ Decreases communications channel down time

ǐ Change-out failing equipment during quiescent period, minimizing impact to paying customers

ǐ Use preplanned recovery procedures in quiescent period to minimize time communications channel 

outage
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ÁOffers protection from insurance companies 
ǐ If not using Telemetry Prognostics in I&T, once satellite is on obit and 

equipment has failed, satellite insurance company can use Telemetry 
Prognostics to go through I&T historical factory telemetry to find latent, 
intermittent and previously undetectable component failure signatures that 
builders should have been aware of
ǐ Identify company/supplier responsibility

ǐ This capability has never been available before

Á Improve company standings in industry for on orbit failure 
performance
ǐ Become the satellite company with the least number of on orbit insurance 

claims (currently led by Boeing 376/LM2100)

ǐ Improve satellite product industry image over competition

ǐ Using Telemetry Prognostics demonstrates to your customers your 
seriousness about maximizing on orbit equipment reliability

ǐ Indicates to customers company is committed to stopping on orbit failures

2/8/2008 14
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¸ Can charge satellite customers a premium price for using 

telemetry prognostics technology during I&T to lower risk

¸ Provide improved on orbit equipment reliability/availability

¸ Can charge satellite customers a premium price for increasing 

telemetry system capacity over standard capacity for reducing 

risk of mission failure

¸ For future use of telemetry prognostics on orbit by mission control 

personnel

¸ Offers improved I&T failure prediction performance

¸ Offer satellite customers a superior, more reliable, longer life, 

trouble free satellite over competition

2/8/2008 15
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ÁPayback for licensing Telemetry Prognostics 

technology for On Orbit Satellites
Á Lowers risk of mission failure for satellite owners by identifying 

unreliable on orbit satellite equipment long before failure occurs

Á Stop satellite equipment failures before they occur, extending remaining 

usable life

Á Change the thermal environment, extending remaining usable life

Á Identifies infant mortality candidates in early part of mission

Á Develop contingency procedures in the event of equipment failure ahead of 

time for identified unreliable equipment

Á Analyze factory test data to determine responsible company/organization of 

unreliable equipment

Á Predict  all unreliable equipment after  satellite is on orbit, historically 

been done by powering on all redundant equipment  after launch to 

verify operational status

Failure Analysis
Engineering Services



ÁDecreases payload services down time

Á Stop unreliable equipment from failing, interrupting payload 

services

Á Particularly important for revenue generating services and high 

value mission critical payload services

Á Switch to redundant unit during quiescent period, minimizing 

impact to payload services

ÁSatellite engineers can execute preplanned equipment 

contingency/recovery procedures in unstressed 

environment

Á Increase satellite equipment reliability, payload services 

availability, serviceability, maintainability
17
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ÁExtends equipment on-orbit life, increase revenue/data 

collection period
Á By identifying which equipment is unreliable, operators can change the 

thermal environment of unreliable equipment and extend remaining 

usable life

ÁLower on orbit operations cost

Á Schedule engineers only when necessary based on results of 

telemetry prognostics analysis

Á Switch to day shift only operations with 24/7 anomaly alert 

capability

ÁPredict satellite operating equipment failures 

months/years before they occur, lower risk of 

compounding failure with inadvertent  mission loss action
2/8/2008 18
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ÁBe able to determine remaining usable life of unreliable 

equipment

Á Determine  actual on orbit mission life

ÁBe able to determine day of failure for unreliable 

equipment

Powerful message to satellite customers by 

understanding high reliability satellite equipment on 

orbit operations, behavior and reliability

2/8/2008 19
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¸Objective of Failure Analysisô Failure PredictionÊ

Telemetry Prognostics Technology

¸ Provide the capability to identify equipment failures using 

telemetry to find latent, intermittent telemetry embedded in 

normal appearing telemetry behavior that indicates 

equipment failure will occur during:

¸ Flight equipment acceptance testing

¸ Satellite system acceptance testing

¸ Launch vehicle acceptance testing

¸ Launch/satellite pad integration

¸ Launch

¸ On-orbit operations
2/8/2008 20

Failure Analysis
Engineering Services



¸Goal of Failure Analysisô Licensing Failure 

PredictionÊ Telemetry Prognostic Technology to 

companies:

¸ To stop shipping faulty equipment for launch

¸ To stop launch failures

¸ To stop on orbit infant mortalities

¸ To stop on-orbit failures

¸ To extend mission life of on orbit equipment

¸ To exceed space flight equipment mission life durations

2/8/2008 21
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¸ Uses generic techniques suited for telemetry systems 
used on many vehicles to detect existing and future 
flight equipment failures

¸ Detects future failure in normal appearing telemetry

¸ Detects future failures in high stressed operational 
environment

¸ Observe individual component/circuit failure as it is 
occurring

¸ Insensitive to quantity of telemetry

¸ Insensitive to (quality) noisy or unreliable telemetry

¸ Insensitive to amount of telemetry

¸ Insensitive to LSB resolution

¸ Flight proven

¸ Platform independent

¸ Developed for use on existing Satellite and Launch 
Vehicle telemetry systems

22

¸Features of Failure PredictionÊ Telemetry Prognostics

TITAN Launch Vehicle
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To the Satellite

Owner

(pre-launch)

To the 

Insurance 

Company

(pre-launch)

To the Flight

Equipment

Supplier

To the Satellite 

Builder

To the  LV

Builder

To the Satellite

Owner/Operator

(On Orbit)

To the 

Insurance 

Company

(On Orbit)

Lowers risk of 

mission failure

Lowers risk of 

mission failure

Stops shipping

faulty equipment to the 

satellite manufacturer

Stops shipping

faulty equipment to 

the launch pad

Stops satellite  

infant mortality 

failures

Stops infant 

mortality failures

Lowers risk 

of mission 

failure

Lowers insurance

premium

Stops infant mortalities Stops infant 

mortality failures

Reduces launch 

delays

Predicts future

equipment failures

Increase equipment

reliability

Increases equipment

reliability

Stops launch 

failures

Stops on orbit 

failures

Reduces equipment

returns

Stops launching

faulty equipment

Extends equipment

mission life

Increases 

equipment

reliability

Reduces service

downtime-increases

system availability

Increases equipment

serviceability

Increases equipment

reliability

Increases equipment 

maintainability

¸Advantages of Failure PredictionÊ Telemetry Prognostics
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To the Satellite

Owner

(pre-launch)

To the 

Insurance 

Company

(pre-launch)

To the Flight

Equipment

Supplier

To the Satellite 

Manufacturer

To the  LV

Manufacturer

To the Satellite

Owner/Operator

(On Orbit)

To the 

Insurance 

Company

(On Orbit)

Increases cost Increases cost Increases cost Increases cost Increases cost

Requires personnel 

Training

Requires personnel 

training

Requires personnel 

training

Requires personnel 

training

¸Failure PredictionÊ Telemetry Prognostics Disadvantages
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¸ Benefits of Failure PredictionÊ Telemetry Prognostics
¸ Can be Used On  Existing Satellites & Launch Vehicles

¸ Uses Existing Telemetry Systems 

¸ Stops Infant Mortalities/Launching Faulty Equipment

¸ Stops On-Orbit Failures Before They Occur

¸ Stops Launch Pad Delays

¸ Stops Launch Vehicle Failures

¸ Extends Usable Remaining Equipment Life on Faulty Equipment

¸ Identifies Flight Equipment that is Going to Fail

¸ Predicts Day of Equipment Failure

¸ Extends On Orbit Mission Life

¸ Increases Satellite Services Availability/Reduces Payload Downtime

¸ Increases Satellite /LV Reliability

¸ Allows Time To Generate Recovery Plans Before Failure

¸ Flight Proven

25
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¸Improves the Traditional Bath-Tub Equipment Failure Curve

¸Redefines the failure rate of a system
¸No infant mortalities

¸Increases and Extends operating and mission life

With Failure 

PredictionÊ

Technology

Without Failure 

PredictionÊ

Technology

(FIT - Failure 

In Time 

expresses the 

number of 

failure per 

billion hours)

Useful Life

Design LifeLaunch
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¸ Increasing Flight Equipment Life
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¸ Improves Payload Services Availability (100% duty cycle)
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¸ Failure PredictionÊ  Telemetry Prognostics 

technology is superior to traditional acceptance 

testing

2/8/2008 29
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¸ Prognostics technology

¸ Identifies equipment that 

has failed

¸ Identifies flight equipment 

that is failing

¸ Identifies flight equipment 

that will fail

¸ Traditional acceptance testing

¸ Identifies equipment that has 

failed



Telemetry
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¸ Telemetry Technology Evolution
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1812
Schilling

1845

Takobi

Konstantinov and Pouli 

1874
Olland

1906
Seismic Recording

1946
Missile Technology

1947
Upper Atmosphere  Monitoring

1957
Digital Telemetry

1930

Radiosonde

Data Collection Monitoring During Test/Diagnostics

1954
Atlas Missile

Titan Missile

1955

Thor/Delta Missile

1963

Telstar

1985
Commercial Space

Prognostics (1978)

1958
NASA
JPL

1965
AFCSN

Marconi Wireless Communications

1907

Failure Analysis
Engineering Services

Titan Rocket
1961

1975
Atlas Rocket

Delta Rocket
1962



¸ Commercial Space Telemetry (except INTELSAT)

¸ Telemetry is relegated to overhead (cost of doing business)

¸ Used to complete qualification & acceptance testing

¸ Used for on orbit failure detection and recovery

¸ NASA Space Telemetry

¸ Used to complete qualification & acceptance testing

¸ Used for on orbit failure detection and recovery

¸ As owners and operators of fleets of satellites, telemetry is 

used to improve future vehicle design

2/8/2008
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¸ Military Space Telemetry

¸ Used to complete qualification & acceptance testing

¸ Used for on orbit failure detection and recovery

¸ As owners and operators of fleets of satellites, telemetry is 

used to improve follow on vehicle design

2/8/2008 33
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¸ Telemetry Description
¸ Telemetry is the remote measurement or the remote collection of data which can be 

physical, environmental or biological. Telemetry is typically used to gather data from 

distant, inaccessible locations, or when data collection would be dangerous or difficult 

for a variety of reasons. In telemetry, specialized instruments perform measurements of 

physical quantities, and store or transmit the resulting signal - sometimes after some 

initial signal processing or conversion.

¸ Telemetry typically includes wireless communications (i.e. using a radio frequency 

system to implement the data link), but can also refer to data transfer over other media, 

such as a telephone or computer network or via an optical link.

¸ As in other telecommunications fields, international standards exist for telemetry 

equipment and software, CCSDS and IRIG are such standards.

¸ TheIRIG 106-96 Telemetry Standard is the primary telemetry standard used throughout 

the world by both government and industry. IRIG Standard 106-96 covers all aspects of 

frequency modulation (FM), pulse amplitude modulation (PAM) and pulse code 

modulation (PCM) telemetry, including transmitters, receivers, and storage devices. This 

is one of many comprehensive standards prepared by the Telemetry Group of the Range 

Commanders Council (RCC) to foster the compatibility of telemetry transmitting, 

receiving, and signal processing equipment at member ranges. 35
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¸ Engineering data (telemetry) is used to diagnose equipment performance and 

status. Examples of engineering data include voltage, current, temperature, angular 

degrees, position, acceleration, frequency, position error, signal strength and 

torque. In telemetry systems, analog data is digitized into serial 8 bit words by the 

user equipment. Each of these measurements can be collected as a single 8 bit 

measurement or a combination of 8 bit measurements combined by telemetry 

processing software located at the diagnostic/prognostic center. 

¸ Data processing software is used to reconvert the digitized analog data back to 

analog data. This conversion is accomplished using a polynomial that best 

represents the relationship between 256 possible values (known as PCM counts) of 

an 8 bit word and the output of the analog channel in the user equipment. The 

number and types of measurements in a system are derived based on telemetry 

system channel capacity, measurement availability from equipment suppliers and 

engineering personnel experience and are tailored to the specific circuit or system 

to be evaluated.

36
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¸ Telemetry Description
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¸ Telemetry Description
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¸ Telemetry Description



¸Simple Telemetry System
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¸ Examples of Analog Telemetry Measurements
¸ Position

¸ Position error

¸ Resistance

¸ Pressure

¸ Accelerations

¸ Rotationangles 

¸ Rotation speed

¸ Temperature

¸ Current

¸ Voltage

¸ Distance

¸ Phase 

¸ Frequency

¸ Signal Strength

¸ Torque

¸ Momentum
40
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¸ Non CCSDS
¸ Digital to analog conversion

Á Polynomial conversion

Á Algorithm execution for creating synthetic 

measurements

¸ Discrete values state determined

¸ Limit checked

Á Normal range

Á Eclipse 

Á Non-eclipse

Á Yellow (ATP values)

Á Red (QTP values)

¸ Rate change analysis

¸ Authentification

¸ Super Precision

¸ Super Impositioning

¸ Virtual Telemetry

¸ Regression/Harmonic/Fourier Analysis

¸ Statistical sampling

¸ Digital processing

¸ Graphics

41

¸ CCSDS
¸ Discrete values state determined

¸ Limit checked

Á Normal range

Á Eclipse/Non-eclipse

Á Yellow (ATP values)

Á Red (QTP values)

¸ Rate change analysis

¸ Super Impositioning

¸ Virtual Telemetry

¸ Regression/Harmonic/Fourier Analysis

¸ Statistical sampling

¸ Digital processing

¸ Graphics
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Engineering Services

2/8/2008

¸ Telemetry Software Processing



TELEMETRY PROGNOSTICS DESCRIPTION
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¸ Telemetry Prognostics Description

¸ Failure PredictionÊ is using Telemetry to 
identify flight equipment that has failed, is failing 
and is going to fail in the near future evaluating 
normal appearing telemetry

¸ Next evolutionary step in telemetry diagnostic 
techniques

¸ Created for use in a high signal noise, high 
stress environment with little telemetry available

¸ For use in a dynamic environment when 
equipment is cycled randomly and non randomly 
effecting the telemetry behavior

432/8/2008



¸ The identification of incipient faults, has been in the past treated diagnostically as 

a component/part failure rather than a system performance problem.  When 

thought of as a component/part failure, diagnostic techniques are limited to those 

using passive failure monitoring measurements that are specifically correlated 

with a failure process.

¸ The value in monitoring the future health and status of space assets has been 

realized to be critical for system readiness.  Systems such as spacecraft, satellite 

systems, aircraft, submersible vehicles, and armored combat vehicles have to 

operate in hostile environments with little or no human interaction (autonomy).   

These require an autonomous health monitoring system which provides fault 

prediction, detection, isolation, reconfiguration and reporting to increase the 

probability of overall mission success. 

¸ Prognostics integrates proactive diagnostics with active reasoning (rather than 

passive monitoring) with circuit design, change analysis using baseline references 

with measurement response and historical information to determine the overall 

future health condition of the system and hence to determine mission readiness of 

the system.

44
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Ţelemetry Prognostics Description contôd
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¸ Various component/parts prognostic techniques have been developed in various 

laboratories, universities and industry.  Techniques are equipment-specific and 

very few applications have been implemented across systems  Moreover, they are 

primarily point solutions. There is no overall framework to manage the 

information provided by the individual techniques.  

¸ Telemetry Prognostics integrates the various sources of prognostic data into useful 

information along with existing diagnostics information.  

¸ Telemetry Prognostics is a generic, tailorible tool that uses active reasoning to 

integrate embedded test and sensor data into prognostic information.  Using 

Telemetry Prognostic will save time, money, and program-specific funds and allow 

systems to converge upon a more robust prognostic capability over time. 

¸ Telemetry Prognostics can also integrate prognostic mechanisms at various stages 

of system maturity. 

¸ Telemetry Prognostics can be integrated with diagnostics to provide a total 

"Health Managementò capability. 
45
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Ţelemetry Prognostics Description contôd
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¸ Telemetry Diagnostics
¸ Developed from ground test environment

¸ Used for passively monitoring information

¸ After the fact response

¸ Events are recognized but no action is taken

¸ If error messages are used, 

diagnostician waits for error message 

before taking action

¸ Lack of event alarms

¸ Doesnôt require in-depth understanding of 

whatôs being monitored

¸ Analysis is accomplished post event

¸ Allows lower skilled personnel

¸ Most common approach throughout many 

industries

¸ Inadequate for todayôs customer 

expectations

¸ Telemetry Prognostics
¸ Requires major change in analysis attitude

¸ Prognostician actively monitors data to 

provide knowledge of whether a failure has 

occurred, is occurring or when a failure is 

likely to occur

¸ All events are considered failure precursors 

until ruled out by research ïanalyst doesnôt 

stand by and watch failures occur

¸ A fault propagation model extends to 

encompass parametric data related to 

acceptable operating ranges, behavior and 

identification of degradation of functions 

over time.

¸ Requires high skilled personnel

¸ In-depth knowledge of what is being 

actively monitored is required

46
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¸ Traditional Telemetry Diagnostics techniques

¸ Factory Test

¸ Limits

¸ Configuration change analysis

¸ Graphing

¸ Troubleshooting

¸ Launch Pad

¸ Limits

¸ Configuration change analysis

¸ Graphing

¸ troubleshooting

¸ On Orbit

¸ Limits

¸ Configuration change analysis

¸ Graphing

2/8/2008 47
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¸ Traditional diagnostic event alarm scenario during factory, 

launch pad testing using simple limit alarms & dynamic limit 

band 

2/8/2008

Traditional limit alarm
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¸ Traditional diagnostic event alarm scenario using 

simple limit alarms over on orbit mission life as 

systems degrade

Failure Analysis
Engineering Services

telemetry
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¸ Traditional Diagnostic Analysis Results
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PIECE PART RELIABILITY
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¸ Examples of Equipment Failures

¸ Open circuit

¸ Short circuit

¸ Piece part component wear out

¸ Propellant/oxidizer/pressurentleaks

¸ Electrostatic discharge

¸ Single event upsets

¸ Lubricant dry up

¸ Bearing wear out

¸ Switch failure

¸ Contact wear out

Failure Analysis
Engineering Services
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¸ Failure on Satellite Bus Equipment
¸ Attitude Control Electronics

¸ Earth Sensor

¸ Sun Sensor

¸ Reaction Wheels

¸ Momentum Wheels

¸ Power Distribution Unit

¸ Solar Arrays

¸ Shunts

¸ Solar Array Drives

¸ Batteries

¸ Heaters Control Electronics

¸ Louvers

¸ Command Receivers/Demodulators

¸ Bit Syncs

¸ Telemetry Transmitters

¸ Command Decoders

¸ Command Decryptors

¸ Telemetry Modulators

¸ RF Switches

¸ Baseband Processors

¸ TWTAs

¸ Demodulators

¸ Modulators

¸ RF Receivers

¸ Down Converters

¸ Up Converters

¸ Antenna Control Electronics

¸ RF Feeds

¸ PropellentTanks

¸ Thrusters

¸ PressurentTanks

¸ Thruster Heaters

¸ Ion Thrusters

¸ Processors

¸ Solid Apogee Motor

¸ Liquid Apogee Motor

¸ Telemetry Encryptors

¸ Passive Devices

¸ Structure s

¸ Elctromagnets

¸ Signal Conditioning 

Electronics
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¸Failure on Payload Equipment
¸ Imagers

¸ Sounders

¸ Communications Equipment

¸ Scientific Equipment

¸ Navigation Equipment

¸ Telescopes

¸ Detectors

¸ Nuclear Detonation Detection Sensors

¸ EMP Sensors

¸ Magnatometers

¸ Search & Rescue

¸ WEFAX

¸ Solar X-RAY 

¸ LASER Communications

¸ Crosslink Communications

¸ Cameras
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¸ A single event upset (SEU) is a change of state caused by a high-energy 

particle strike to a sensitive node in a micro-electronic device, such as 

in a microprocessor, semiconductor memory, or power transistors. The 

error in device output or operation caused as a result of the strike is 

called an SEU or a soft error. The SEU itself is not considered 

permanently damaging to the transistor's, transistors', or circuits' 

functionality unlike the case of single event latchup (SEL), single event 

gate rupture (SEGR), or single event burnout (SEB).

¸ In space, high energy, ionizing particles exist as part of the natural 

background, referred to as galactic cosmic rays (GCR). Solar activity 

and trapping of charged particles in the earth's magnetosphere 

exacerbate the problem. The high energies associated with the space 

particle environment generally render spacecraft shielding useless in 

terms of eliminating SEU and catastrophic single event phenomena
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¸ Single Event Upsets

¸ Phenomena is well understood and preventable

Á Satellite builders and customers are consciously using SEU 

susceptible piece parts

Á Satellite builders want customers to pay for redesign of 

satellite standard product line

Á Cheaper for the customer to buy insurance than design to be 

SEU proof

Á Shielding

Á High voltage circuits

¸ Problem is going to get worse with increases use of low 

power, low voltage digital equipment

¸ Survivable military satellites are SEU tolerant
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¸ Electrostatic discharge (ESD) is the sudden and momentary electric 

current that flows between two objects at different electrical potentials 

(such as ground). 

¸ Causes include the sudden charging that occurs as satellites enter 

plasma released by the sun or trapped in the earthôs magnetic field

¸ Problem is well understood and preventable

Á Costly to design to be ESD proof

Á Cheaper to buy insurance than redesign existing satellite 

product line

¸ Satellite builders are consciously using circuits that are ESD sensitive

¸ Customers and company will not pay for redesign

¸ Risk/cost analysis is acceptable to satellite system owners

¸ Survivable military satellites critical to nations defense are ESD 

tolerant
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¸ Electrostatic Discharge
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¸ Piece Part Component Wear Out
¸ Worst-case circuit analysis (WCCA) examines the effects on electronic circuits caused by 

potentially large magnitudes of variations of electronic piece-parts beyond their initial 

tolerance. The variations can be the result of aging or environmental influences, which can 

cause circuit outputs to drift out of specification. WCCA also determines the mathematical 

sensitivity of circuit performance to these variations and provides both statistical and non-

statistical methods for handling the variables that affect circuit performance. There are two 

primary reasons for conducting such an analysis:

¸ WCCA helps to design reliability into hardware for long-term, trouble-free field operation. Electronic 

piece-parts fail in two distinct modes: catastrophic, which is dramatic and abrupt, and by the piece-

part's parameters varying beyond both its nominal and initial (purchase) tolerance limits whereby 

the circuit continues to function but with degraded performance, ultimately exceeding the circuit's 

required operating limits. To eliminate piece-part catastrophic failures, the worst-case electrical 

stress and deratinganalysis ensures that all parts are properly derated. The analysis of variables 

allows designers to predict whether the circuit will stay within its specified performance limits under 

all of the combinations.

¸ WCCA yields value in the return on investment that a manufacturer will get both in the short term by 

reducing design iterations, design change notices, and test time; and in the long term by achieving an 

increase in production efficiency and long-life, trouble-free field operation.
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¸ Class S (Space Rated) Piece Parts
¸ Electronic piece part lot testing of components are expected to operate under 

varying temperatures depicted by their application in a piece of hardware. Test 

temperatures range from -55ÁC to 25ÁC (room temperature) and a maximum of 

125ÁC. Documenting device responses from electrical test conditions are a 

requirement for Class S level verification. Electronic devices undergo life testing 

to reveal two basic failure modes, infant mortality and wear out. 

¸ Infant mortality depicts those devices that fail early in their operating life for 

reasons unrelated to normal designed parameters. 

¸ Wear out details the effective use of a device for life long use. 

¸ The conditions for a life test include; accelerated temperature (100- 190ÁC) for 

test duration of (30 hrs. to 7500 hrs.). These conditions will depend mainly on the 

temperature designed for the test. A rule of thumb is that "the shorter the test, the 

higher the temperature" needed in order to equate the proper stress conditions to 

the length of the test. A final comprehensive evaluation of all test data will then 

be used for Lot QC acceptance of electrical test.
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¸ Reliability Predictions per MIL-HDBK-217

Failure Analysis
Engineering Services

¸ Reliability Predictions are used in the 

development of products and systems to 

compare alternative design approaches and to 

assess progress toward reliability design goals. 

They're often criticized as not being accurate 

forecasts of field reliability performance 

because they don't usually account for all the 

factors that cause field failures. Nevertheless, 

predictions are a valuable form of analysis that 

also provide insight into safety, maintenance 

and warranty costs and other product 

considerations. 
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¸ Reliability Predictions per MIL-HDBK-217
¸ MIL-HDBK-217 has been the mainstay of reliability predictions for about 40 years but it 

has not been updated since 1995, and there are no plans by the military to update it in the 

future. The handbook includes a series of empirical failure rate models developed using 

historical piece part failure data for a wide array of component types. There are models for 

virtually all electrical/electronic parts and a number of electromechanical parts as well. 

All models predict reliability in terms of failures per million operating hours and assume 

an exponential distribution (constant failure rate), which allows the addition of failure 

rates to determine higher assembly reliability. The handbook contains two prediction 

approaches: the parts stress technique and the parts count technique and covers 14 

separate operational environments, such as ground fixed, airborne inhabited, etc. As the 

names imply, the parts stress technique requires knowledge of the stress levels on each part 

to determine its failure rate, while the parts count technique assumes average stress levels 

as a means of providing an early design estimate of the failure rate. Typical factors used in 

determining a part's failure rate include a temperature factor (pT), power factor (pP), 

power stress factor (pS), quality factor (pQ) and environmental factor (pE) in addition to the 

base failure rate (lb). For example, the model for a resistor is as follows: 

lResistor= l bpT pP pS pQ pE
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¸ Failure PredictionÊ  redefines reliability prediction 

analysis
¸ Increased Mean Time Between Failures

¸ MTBF = Average Life/Number of Failures

¸ Number of failures approaches 0, MTBF gets very large

¸ Expects replacement of parts

¸ Increases Mean Time To Failure

¸ MTTF = Is the amount of time the product should last

¸ Decreases Mean Time To Repair

¸ MTTR = Is the average time to repair equipment back to acceptable 

operating conditions. Once the equipment breaks down, the actual 

time spent on detecting a failure has occurred, arranging spares, 

resources, planning and executing the tasks and then bringing it 

back to operating condition. 
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¸ Reliability Predictions per RDF 2000
¸ RDF 2000 is the new version of the CNET UTEC80810 

reliability prediction standard that covers most of the 

same components as MIL-HDBK-217. The models take 

into account power on/off cycling as well as 

temperature cycling and are very complex with 

predictions for integrated circuits requiring 

information on equipment outside ambient and print 

circuit ambient temperatures, type of technology, 

number of transistors, year of manufacture, junction 

temperature, working time ratio, storage time ratio, 

thermal expansion characteristics, number of thermal 

cycles, thermal amplitude of variation, application of 

the device, as well as per transistor, technology related 

and package related base failure rates. As this standard 

becomes more widely used it could become the 

international successor to the US MIL-HDBK-217. 
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¸ Improves Piece Part Lot Wear Out Failure Rate
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¸Space industry uses prediction techniques in many 

areas

¸ Equipment volume, mass & power requirements

¸ Based on combination of measured and estimated values

¸ Long term degradation predictions

Á User equipment increases in power

Á Power sources output decreases

¸ Subsystem modeling predictions

Á Thermal environment Predictions

Á Internal

Á External
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¸ Subsystem modeling predictions (contôd)

Á Attitude Navigation & Control Predictions

Á Solar torques

Á Gravitational forces

Á Propellent use

Á Structure predictions

Á Loads

Á Vibration

Á Acoustic environment

Á Shock

Á Telemetry, Command & Ranging and communications predictions

Á Attenuation environment

Á RF Links

Á RF Interference

Á Launch injection predictions

Á Orbit

Á Orbit trajectory
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Á Antenna angles for pointing

Á Maneuver execution

Á Post maneuver results

Á Electrical Power Predictions

Á Equipment power uses

Á Electrical losses

Á Solar Array output vs time

Á Battery output/life

¸ Reliability Predictions

¸ Piece part failure reliability

¸ Box level failure reliability

¸ System level failure reliability

¸ Probability of success (Ps)

¸ Design life to meet mission life
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FAILURE PREDICTIONÊ TECHNOLOGY
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¸ Prognostician
¸ An engineer that uses an array of 

imaging technologies to treat and 

diagnose latent, intermittent 

electrical component/circuit failure 

behavior 

¸ Requires 4 year technical degree in 

electronics and at least 5 years post 

graduate school training.

¸ Must understand and be experienced 

with DC circuit design, worse case 

circuit analysis, acceptance testing,  

electrical and mechanical layouts, 

thermal analysis, piece-part failure 

analysis and behavior, data analysis, 

DC circuit troubleshooting, 

telemetry system design, 
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¸ Radiologist
¸ Radiologist: A physician that uses 

an array of imaging technologies 

(such as ultrasound, computed 

tomography (CT, X-rays) and 

magnetic resonance imaging 

(MRI) to diagnose or treat 

disease.

¸ Requires 4 year medical degree 

and 5 years post graduate 

training.

¸ Must understand and be 

experienced in nuclear medicine, 

physics of medical imaging, 

diagnostic imaging technology 

and be board certified.
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¸ Active Reasoning
¸ Reduces fault detection time as well as improve the accuracy of fault 

diagnosis. 

¸ Evaluates symptoms continuously

¸ Does Fault Reasoning 

¸ Does Fidelity Evaluation 

¸ Does Action Selection 

¸ Takes passively observed symptoms as input and returns fault hypothesis as 

output.

¸ Process of searching for the best fault explanation of the observed symptoms.

¸ Event-driven fault reasoning technique  improves the robustness of fault 

localization system by analyzing lost, positive and spurious symptoms.

¸ Assumes each event is a failure precursor

70
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¸Passive Reasoning
¸ Evaluates symptoms after the fact

¸ Spurious symptoms could mislead fault 

localization analysis.

¸ Spurious symptoms are also regarded as 

observation noise

¸ Depends on monitoring agents to detect 

and report abnormality using alarms or 

symptom events

¸ Search for root faults based on the 

observed symptoms

¸ Active Reasoning
¸ Reduces fault detection time as well as 

improve the accuracy of fault diagnosis. 

¸ Evaluates symptoms continuously

¸ Does Fault Reasoning 

¸ Does Fidelity Evaluation 

¸ Does Action Selection 

¸ Takes passively observed symptoms as input 

and returns fault hypothesis as output.

¸ Process of searching for the best fault 

explanation of the observed symptoms.

¸ Event-driven fault reasoning technique  

improves the robustness of fault localization 

system by analyzing lost, positive and 

spurious symptoms.

¸ Assumes each event is a failure precursor
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¸ Telemetry Authentication
¸ Identify/remove/replace invalid telemetry caused by:

Á Failed signal conditioning circuit resulting in unconditioned low level telemetry 

signal

Á Inaccurate 5 volt calibration for PCM calibration

Á Failed telemetry sensor/circuit

Á Equipment turn on/turn off transients

Á Insufficient RF signal strength causing low S/N

Á Varying RF signal strength (attenuation, multipathing) causing low S/N

Á RF sideband acquisition

Á RF signal interference (RFI)

Á RF scintillation (rapid amplitude and phase fluctuations)

Á Low Eb/No caused by noise

Á PCM count to engineering data conversion software inadequacies

Á Digital data buffering incompatibilities

Á Software data database inaccuracies
72

Ţelemetry Prognostics Description contôd
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¸ Telemetry Authentication

¸ Need pristine data to begin with (eliminate false positives)

¸ Check telemetry database for outliers and determine their 

validity

Á Outliers as well as being invalid data, distort prognostic end products 

Á Remove entire time sample across all measurements or replace individual 

measurements with valid data

732/8/2008
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¸ Rate Change Analysis

¸ Identifies measurement 

rate of change indicating a 

failure is occurring

¸ Uses high rate of change to 

identify which measurements 

to investigate

¸ Creates a dynamic band 

around the measurement 

allowing normal fluctuations 

without an alarm 
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¸State Change Analysis

¸ Define reference state of system at some time with 

telemetry

¸ Compare real time state with reference state

Á Identify differences

Á Determine impact of found state change on telemetry behavior

Á Use telemetry measurements associated with change state as a 

basis to identify measurements for evaluation
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¸Multi-variant Limit Analysis
¸ Identifies telemetry measurements indicating component and 

circuit is failing 

¸ Uses manufacturing test experience to determine best values

¸ Is an indicator is an oscillator that shows how rapidly the value 

of a measurement has been moving

¸ Is used as a short term indicator

¸ Focuses resources on correct measurement/circuit to analyze

¸ Allows further exploration of events associated with each alarm

¸ Reduces time to analyze each potential failure
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¸ Statistical Sampling Techniques

¸ When real-time engineering data is collected and 

stored, the sheer amount of data can be daunting even for 

low downlink rates. 

Á Processing all the engineering data for a specific measurement 

overwhelms the resolution of the analysis tools and the products 

are of no value. 

Á Statistical sampling techniques allow reducing the workload 

associated with processing large quantities of engineering data 

collected from telemetry and has been highly successful.
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¸Statistical Sampling Techniques contôd
¸ Failure Analysis uses flight proven data sampling techniques 

created just for telemetry Prognostics for reducing overall data size 
which allows latent behavior characteristics to be become 
discernable in time series, time phased data

¸ Synchronous, dynamic interval (SDI). 

¸ Non-synchronous, fixed interval (NFI).

¸ Non-synchronous, dynamic interval (NDI). 

¸ Synchronous, fixed interval (SFI). 

¸ Using Failure Analysisô statistical sampling techniques can reduce 
the total data available for Prognostics by over 
99.999%, however, which data is valuable ahead of time is not 
known so all of it must be available for processing
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¸Statistical Sampling Techniques contôd
¸ Final data sets are selected to maximize end product visual performance for 

pattern recognition in normal appearing telemetry. 

¸ Using both synchronous and non synchronous sampling increases the likely-
hood of detecting the start of a failure precursor but it isnôt needed to 
determine the remaining usable life. Other factors such as least significant bit 
resolution and bit depth effect this calculation. 

¸ Linear negative extrapolation is used to determine starting point.

¸ Because of the variability of piece parts performance in 
circuit operations and temperature cycling influence on 
piece part failure, failure precursor signatures do not 
repeat even on identical piece parts, identical units and 
identical circuits

¸ Failure Precursor Pattern Recognition (FPPR) is 
accomplished by the Prognostic engineer using image 
analysis ïNo 2 failures are alike
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¸ Generate Proprietary Telemetry Data Base

¸May be necessary if telemetry isnôt available for Prognostics 

activities - Use Proprietary structure and implementation

Á Incompatibility with Prognostic tools

Á Telemetry diagnostic tools not available

¸ Use leased services

¸ Use Data Processing professionals

Á Enter data manually

Á Check data base accuracy manually

¸ Prognostic end products available
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¸ Super Impositioning

¸ Allows the creation of mathematical equations that are used 

to predict future telemetry behavior from samples of past 

non-existent (virtual) telemetry

¸ Combine data samples from different times series data

¸ Increases accuracy of virtual telemetry

¸ Used in Astrophysics for high resolution imaging

Á Super Impositioning combines similar data from several time 

periods to create high resolution image
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Ţelemetry Prognostics Description contôd
Şuper-Impositioningfor Time or Temperature Varying Data
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MATHEMATICAL MODELING
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¸Telemetry Prognostics Description contôd

¸ Regression/Harmonic/Fourier/Kalman Filtering/Neural 

Network Analysis

¸ Regression Analysis /curve fitting

¸ Harmonic/Fourier analysis is the decomposition of a function in terms 

of a sum of sinusoidal basis functions that can be recombined to obtain 

an approximation to the original function. 

Á Prognostics use Harmonic/Fourier Analysis to create sinusoidal functions 

(virtual telemetry) for telemetry behavior created by Super-Impositioning.

¸ Kalman Filtering is a mathematical process using time series data 

for predicting future behavior based on past behavior by modeling 

all known variables. 

2/8/2008



Failure Analysis
Engineering Services

86

¸Telemetry Prognostics Description contôd

¸ Regression Analysis/Curve Fitting
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¸Telemetry Prognostics Description contôd

¸ Curve Fitting 
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¸Harmonic/Fourier Analysis
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¸ Kalman Filtering

¸ The Kalman filter estimates by using a form of feedback control, the filter 

estimates the process state at some time and then obtains real-time 

feedback in the form of noisy measurements in the future. As such, the 

equations for the Kalman are time series update equations and 

measurement update equations. The time series update equations are 

responsible for projecting forward (predicting) the current state and error 

estimates to obtain the a priori estimates for the next time step. 

¸ The time series measurement update equations are responsible for the 

feedback, i.e. for incorporating a new measurement into the a priori 

estimate to obtain an improved a posteriori estimate. The time series 

update equations can also be thought of as predictor equations, while the 

measurement update equations can be thought of as corrector equations. 

The final estimation algorithm resembles that of a predictor-corrector 

algorithm for solving numerical problems. 2/8/2008 89
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¸ Kalman Filtering
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